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1. Oprann3anuoHHO-MeTOAUY€eCKUH pa3eJt
1.1 ey 1 3aga4u AU CIUIINHBI (MOTYJIA)
Lenb u3yueHus: AUCHUILTAHBL:

"NHpopmanmoHHass 6€30MacHOCTh aBTOMATU3MPOBAHHBIX CHCTEM 0OpaOOTKM MH(pOPMAIMU U
yIpaBieHus1" SIBJISIETCS TOATOTOBKA BBICOKOKBATM(HIIMPOBAHHBIX CIEIHAMCTOB, CIIOCOOHBIX
oOecrieunBaTh 3alIUTy MHMOPMAMKU M MOJIEPKUBATH OE30MACHOCTh ABTOMATHU3MPOBAHHBIX
CHCTEM B YCJIOBUSIX COBPEMEHHBIX KHOEpyrpo3. DT0 BKIOUYaeT B ceOsl MOHUMaHKE TPUHITUIIOB U
METOJIOB 3aILUTHI JAHHBIX, & TAKXKE CIIOCOOHOCTh pa3padaThiBaTh U BHEAPATH 3(PPEKTUBHBIE MEPHI
N0 TPeIOTBPANICHUI0 HECAHKIIMOHUPOBAHHOTO JOCTYyNa M  OOECHEeYeHUI0 IeJIOCTHOCTH,
KOH(PUIEHIIUATBHOCTH U JOCTYITHOCTY UH(POPMALIUH.

3anauv N3yyeHus TUCIUILIMHBL:

1.M3yyeHre OCHOB WMH(MOPMAIIMOHHON OE30MaCHOCTU: O3HAKOMHTH CTYAEHTOB C KJIIOUEBBIMHU
MOHSITUSIMH, TEPMUHAMH ¥ IIPUHIATIAMU WH(GOPMAIIMOHHON 0e301TaCHOCTH, a TaKKe C OCHOBHBIMU
yrpo3amMu U YS3BUMOCTSIMA aBTOMATHU3MPOBAHHBIX CHCTEM. 2.AHAIU3 Yrpo3 U YSI3BUMOCTEM:
HAYYUTh CTYJACHTOB MPOBOAUTH AHAJIU3 PUCKOB M yS3BUMOCTEN B MH(POPMAIIMOHHBIX CUCTEMaXx, a
Takxke pa3palaTbiBaTh MOJENU YIrpo3 [UIsl Pa3IMUYHBIX TUIMOB ABTOMATHU3MPOBAHHBIX CHUCTEM.
3.Pa3zpaboTka mMep 3ammThl: O0YYUTh CTYJEHTOB METOJaM MPOEKTUPOBAHUS U BHEIPEHUSI CUCTEM
3alIMTHl  MH(pOpMaluu, BKJIOYas TEXHUYECKUe cpelacTBa (mmdpoBaHUE, aHTUBUPYCHBIE
IIPOrPaMMBbl) U OPraHU3AIMOHHBIE MEPHI (MMOJIMTHKU Oe301acHOCTH). 4.YIipaBieHre WHIMICHTaMI
0€30MacHOCTU: TMOJATrOTOBUTh CTYJEHTOB K PEardpoBaHUI0 HAa WHIUJEHTHl KUOEpOEe30MacHOCTH,
BKJIIOYAsl BBISIBJICHUE, aHAJIM3 M yCTPaHEHUEe TOCJIEICTBUI aTak Ha WH(POPMAIIMOHHBIE CHUCTEMBI.
5.0cBOeHHME COBPEMEHHBIX TEXHOJIOTHIA: OOECIICYUTh CTYJICHTOB MPAKTUYECKUMH HaBbIKAMU
padOTHI C COBPEMEHHBIMU MHCTPYMEHTaMU KNOepOe30IacCHOCTH, TAKUMU KaK CUCTEMBI YITPABJICHUS
coObiTusiMu  GezonacHoctu (SIEM), cuctembl OeTeKTHUpPOBAaHUS M MPEAOTBPAICHUs] MHTPY3UM
(IDS/IPS), a Takxe kpurntorpadpuyeckue MeTo/Ibl 3aluThl JaHHbIX. 6.ITpaBoBOE peryirpoBaHue B
oonactu MB: O3HAKOMHTH CTY/IEHTOB C 3aKOHOJATEJIbCTBOM B 00JIACTH HMHMOPMAIMIOHHOM
0e30I1aCHOCTH, BKJII0YAsi OTBETCTBEHHOCTh 32 HApYIIEHWe HOPM U MPaBWJI 3alIUTHl HH(OPMAIIHH.
7.®opMUpOBaHUE KOMIIETEHIMI B YIpPaBJICHUM PHCKAMHU: HAY4YWTh CTYAEHTOB pa3padaThiBaTh
CTpaTervy yrpaBJIeHUs pUCKaMU KHOepOe30IMacHOCTH, OCYIIECTBIIATh MOHUTOPUHT U KOHTPOJIb 32
6e30MacHOCThI0 MH(OPMAIIMOHHBIX cucTeM. 8.IIpakTHueckoe MpUMeHeHNe 3HAHUI: PeJOCTaBUTh
CTYJEHTaM BO3MOXHOCTb MPHUMEHATH IOJYYEHHBbIE 3HAHWs HA MPAKTUKE 4Yepe3 yyacThe B
MPOEKTaX, CTA)KUPOBKAX WU CUMYJISLIUSAX UHIIUAEHTOB O€30MaCHOCTH.

1.2. MecTo aucuuniannsl (moayJsi) B crpykrype OII

HuctmruimHa BXxogut B OJok Bl «Jlucumruimael (MOAyJiM)» 0Opa30oBaTeIbHON MPOrpaMMBbl
Marucrparypbl 1o HampapieHuio mnoarotoBku 09.04.01 «Mudopmatuka W BBIYMCIUTEbHAS
TEeXHUKa». V3ydyeHHe AUCUMIUIMHBL NpeanoJiaracT IMpeaBapuTebHOE OCBOEHHE CIENYIOIINUX
IVCIUIUIMH  ydeOHoro r1iaHa: ¢ TexHojormu pa3paOOTKU MPOrPAaMMHOIO OOeCIieueHHs; ©
OOBEKTHO-OPUEHTUPOBAHHOE ~ MPOEKTUPOBAHME ABTOMATU3UPOBAHHBIX CUCTEM  00pabOTKH
uHpopMaIuu 1 yrpasieHus. OcBoeHue TaHHOW JTUCIMIUTMHBI HEOOXOIUMO KaK Mpe/lecTBYIIee
IUTSL CJIEAYIONUX JIUCIUIUIMH 00pa30oBaTeIbHOM MporpamMMbl: ¢ TexHosoruu o0paboTKK OOJIBIINX
JOaHHBIX; ¢ TexHojormm pa3padoTKu MyabTUMeaua cuctem; ¢ I[loaroroBka m 3ammra BKP.
OcBoeHre Y4eOHOU MUCHUILIMHBI CBSI3aHO ¢ (hDOPMUPOBAHUEM KOMIIETEHIIMN C yYETOM MaTpPUIIbI



xomnereHuui OITOII o Hanpasnaennto noarotrosku 09.04.01 «MupopmaTrKa 1 BHIYACINATEIbHAS

TEXHUKaA».

1.3. O6beM qUCHUAILINHBI (MOIYJIsI) ¢ YKa3aHHEM TPYJA0€eMKOCTH BCeX BH/I0B YU4eOHOM

pPadoThI
OO61as TpyaOeMKOCTb TUCHUIUIMHBL (MOYyJisl) cocTaBisieT 3 3aueTHbIX(bie) eauHui(pl), 108
YacoB.
Bunp! 3ausTHI Cemectp 3 Bcero vacos
OO01mas TpyI0eMKOCTb 108
AyIUTOpHbBIE 3aHATHUS, B T.U. 51 51
Jlekmmonnsle (JIK) 17 17
IIpakTueckue (ceMUHApPCKUE) 0 0
(I13, C3)
Jla6opaTopssie (JIP) 34 34
CamocrositenbHas padora 57 57
cryaentoB (CPC)
dopma mpomMeRyTOUHOU 3auer 0
aTTeCTalliu B CEMEeCTpe
KypcoBas padota (kypcoBoit
npoekT) (KP, KIT)

2. [IepedyeHb IIAHHPYEMBIX Pe3yJIbTaTOB 00yUYEHHS MO JUCIUILINHE, COOTHECEHHBIX C
IUIAHUPYEMBIMH Pe3yJbTaTaMH 0CBOEHHsI 00pa30BaTeJbLHON MPOrPaMMbl

[Tnanupyemble pe3yJibTaThl OCBOCHHUsI 00pa30BATEILHON

[Inanupyemsle pe3ynbTaThl

METO/IBI CHCTEMHOTO ¥l KPUTHUYECKOTO
aHaM3a

METO/Ibl BBISIBJIEHUSI W  pEIIeHUs
poOIeMHON

CHUTYaIn

VK-1.2. Ymers:

NPUMEHSITh METOJbl CHUCTEMHOTO M
KPUTUYECKOTO

MIPOrpamMmbl 00yueHHUs 1O TUCLUILIMHE
Konn Wuavkatopsl JOCTUXKEHUS JlecKpunTOpkl: 3HAHUS, YMEHHUSI,
HAaMEHOBAHUE KOMITeTeHIuH, (h)OPMHUpPYEMbIE B HABBLIKU U (W) OIIBIT JeATEILHOCTH
KOMIIETEHIIAN paMKax JUCHUTLIMHBI
YK-1 VK-1.1.3uats: 3HaTh: METOOBl CHCTEMHOIO U

KPUTHUYECKOI'O aHAJIn3a

METO/Ibl  BBISIBJICHWSI U peIleHHUs
poOJIeMHOMT

CUTYaINU

VMeTs: MIPUMEHSTD METO/TBI

CUCTEMHOI'O U KPUTUYIECKOT'O
aHaJIM3a OJid pCIICHUSA HpO6HeMHbIX




aHaym3a il pelieHus mpoOIeMHBIX
CUTYyaIi

pa3padaTbiBaThCTPATETUIO JEHCTBUM,
MPUHUMATD

KOHKpPETHbIE  pelleHus] [Jisl  ee
peasimzanuu

VK-1.3.Bnagets:

CUTYyalUi

pa3padaThiBaTh CTPATET IO NCHCTBUH,
NPUHUMATh

KOHKPETHbIE PEIIeHUS ISt

BnageTs: METOIOJIOrMEN CUCTEMHOTI'O
Y KPUTUYECKOTO aHaIN3a

METOJIOJIOTUEN  CHUCTEMHOr0 M | MpOoOJIeMHBIX cUTyauun -
KPUTUYECKOTO aHAJIN3a METOAMKAMM  TIOCTAaHOBKHU  IIeJiH,
POOJIEMHBIX CUTYyaIUI - | onpenenenus
METOJIMKAMKM  TIOCTAHOBKM  IIeJIH, | CIIOCOOOB ee JOCTHKEHUS,
onpeaesieHust pa3pabdOTKH CTpaTEerHid
CIIOCO0OOB ee IOCTIKEHUA, | AEUCTBUU
pa3pabdOTKH CTpaTEeTHit
IEUCTBUMN

YVK-2 VK-2.1.3uarsb: 3HaTh: STanbl KU3HEHHOrO I[UKJIA
STambl KU3HEHHOTO IMKJIA TMPOEKTa, | MPOEKTa, ero pa3padoTKu
ero pa3paboTku U pean3aluu
U peav3aluu METOJIbl pa3padOTKU U YIpaBJICHUS
METOAbl Pa3padOTKU W yIpaBJIeHUs | IPOEKTaMU
IPOEKTaMH1
VK-2.2. Ymerts: VYmMerb:  pa3paGaTbiBaTh  MPOEKT,
pa3pabaThiBaTh MPOEKT, ONPEJEsATh | ONpeessTh IeJIeBbIe ITAITb,
1LIeJIeBbIE STAIlb, OCHOBHbIE HampaBJieHUs paboT
OCHOBHBIE HarpaBJyieHHs padoT OOBSICHUTB 11eJTU U C(POPMYJTUPOBATH
OO0BSICHUTSH LI ¥ COPMYJIMPOBATh | 3a1auu,
3aJa4u, CBSI3aHHbIE C TOATOTOBKOW U
CBSI3aHHBIE C TOJArOTOBKOM U | peanu3anuent mpoekTa
peanu3aluen NpoeKkTa YIPaBJIATh IPOEKTOM Ha BCEX ITarax
YIOPaBJIATH IPOEKTOM Ha BCEX ATAax | ero
ero ’KU3HEHHOTO 1IMKJIA, B TOM YHUCIIE B
JKU3HEHHOTO IMKJIa, B TOM YHUCJIe B | HECTAaHAAPTHBIX
HECTaH/IaPTHBIX CUTYyalUsIX
CUTYaIUsAX
YVK-2.3.Bnagern: Branets: MeTokamu pa3pabOTKY 1
METOJIMKaMH pa3padoTKu U | ynpaBJjieHUs1 IPOEKTOM;
yIIpaBJIeHUsI TPOEKTOM; METOJIaMH OIIeHKHA TOTPEeOHOCTH B
METOAaMU OIIeHKM MOTpeOHOCTU B | pecypcax u
pecypcax u 9(pPEeKTUBHOCTU TMPOEKTa, B TOM
3(ppeKTUBHOCTH NPOEKTa, B TOM | Umcie ero
qUCJIE €Er0 SKOJIOTUYECKOM W COLIMAJILHOMN
9KOJIOTMYECKOM U COLMAILHOWM | 3HAYMMOCTH.
3HAYMMOCTH.

VYK-4 VK-4.1. 3Hats: 3Harh: MpaBWjia U 3aKOHOMEPHOCTU

IpaBUJIa U 3aKOHOMEPHOCTH JINYHOM
U JEJIOBOH

YCTHOM u
KOMMYHUKALUU

MUCHhMEHHOMN

JIMYHOU U JIEJIOBOU
YCTHOM u
KOMMYHUKAIIUU
COBpEMEHHbIE ~ KOMMYHUKATUBHbIE

UCEMEHHOMN




COBpEMEHHbIE =~ KOMMYHHUKATHBHbIC
TEXHOJOTMA  HAa  PYCCKOM W
WHOCTPAHHOM SI3bIKaX

VK-4.2. Y™meTsb:
IPUMEHSTh Ha MPaKTUKE
KOMMyHI/IKaTI/IBHLIC

TEXHOJIOTMUA, METOOBl U CIIOCOOBI
ZIEJIOBOTO OOIIEHN

st aKaJIeMUYEeCKOTro u
popecCUOHAILHOTO
B3aUMOJICHCTBUSI

VK-4.3.Bnagers:

METOUKOM MESKJIMYHOCTHOTO

JIEJIOBOrO OOIIEHUS Ha

PYCCKOM ¥ MHOCTPAHHOM SI3bIKaX, C
IpUMEHEHHEM
npoheCCUOHATLHBIX
opm, cpencts u
COBPEMEHHBIX ~KOMMYHHUKATUBHBIX
TEXHOJIOTUU

A3BIKOBBIX

TEXHOJIOT'MN Ha PYCCKOM n
HWHOCTPAaHHOM fA3bIKaX

VYMeTh: TPUMEHSTh Ha TMPaKTHKE
KOMMYHHUKATHBHBIE
TEXHOJIOTUNA, METOABI M CIIOCOOBI
JEJIOBOI'O OOILEHUS

it aKaJIEMUYECKOI0 u
poecCUOHATBLHOTO
B3aUMOIENCTBUA

Bianets: METOIUKOMN
MEXINYHOCTHOTO JIEJIOBOTO

001eHns Ha

PYCCKOM M MHOCTPAHHOM SI3bIKaX, C
IpUMEHEHHEeM
npoecCHOHAIBLHBIX
opwm, cpencts u
COBPEMEHHBIX ~ KOMMYHUKATHUBHBIX
TEXHOJIOT U

A3BIKOBBIX

[1K-5

[TK-5.1. Pa3pabaTeiBaer
POrpaMMHOE U
anmapaTHoe odecrieueHe
TEXHOJIOTUI U CUCTEM
MCKYCCTBEHHOTO
WHTEJUIEKTA 7151 PeleHuUst
npoeCCHOHANTBHBIX 3a71a4
C y4eToM TpeOOBaHUI
MHMOPMAITMOHHON
0e30IacHOCTU B
Pa3JINYHBIX TPEIMETHBIX
o0macTsx

[1K-5.2. Moaepuusupyer
POrpaMMHOE U
anmapaTHoe odecrieueHe
TEXHOJIOTUI U CUCTEM
MCKYCCTBEHHOTO
UHTEJUIEKTa s
npogeCCHOHANTBHBIX 3a71a4
C y4eToM TpeOOBaHUI
nHMOPMAITMOHHON
0e30IacHOCTU B
Pa3JIMYHBIX TPEIMETHBIX
o0macTsx

peleHust

3HaTh: Kak
MIPOrpaMMHOE U
anrmapaTHOe odecrieueHne
TEXHOJIOTUI U CUCTEM
WCKYCCTBEHHOTO
WHTEJUIEKTA 1711 PelieHUsI
npogecCHOHATBHBIX 337144
C y4eToM TpeOOBaHUI
nH(OPMaITMOHHON
0e30IacHOCTU B
Pa3JINYHBIX TIPEIMETHBIX
o0macTax

pa3padaThiBaTh

YMeTh: MOJIEPHU3UPOBATH
IpOrpaMMHOE U
anmapaTHoe obecrieueHue
TEXHOJIOTUI U CUCTEM
UCKYCCTBEHHOTO
UHTEJJIeKTa s
npodeCCUOHATbHBIX 3a7a4
C y4eToM TpeOOBaHUI
MH(pOPMALIMOHHOM
6e30MacHOCTH B
Pa3IMYHBIX MPEeAMETHBIX
o0acTsx

peleHus

3. Conep:xanne qUCHUNIAHBI




3.1 CTpykTypa JHCOHMILIHHBI I 0YHOH (hOopMbI 00yUeHUSs

3.1. Pazgeqnl U COUILINHBI H BUABI 3 aHATHH

Mopyns | Homep |[HaummeHnosanue Tewmsb! pazaena Bcero | Aymutopnsl | C

pasgena pasgena 4acoB € 3aHATUSA P

C

Jo | IT | JI
K |3 |P
(C
3)

1 1.1 OcHoBbl UH(DO Tema 1,2,3,4 51 710 (17 |27
PMaIMOHHOM
0€30I1aCHOCTH

ACONY

1.2 Metonpl, Tema 5,6,7,8,9 57 10 | O |17 | 30
CTaHJAPTHI U
3agaun U1 na
popmanimonso

5
0€30I1aCHOCTH
ACONY
Hroro 108 17 {0 (34 |57
3.2. ConepxkaHnue pa3jaesioB JUCHUILINHBI
3.2.1. JIekinoHHbBIE 3aHATHA, COJEPKaHNe H 00beM B Yacax
Mopyns | Homep Tema Conepxanue TpynoemMKocThb
paszena (B yacax)
1 1.1 Tema 1,2,3,4 WudopmaiimonHas 6e30MmacHOCTb 7

KOMITBIOTEPHBIX CUCTEM U ITPOOJIEMBI
MCKYCCTBEHHOT0 uHTesuiekra (M) B
MH(GOPMAIIMOHHON O€30MaCHOCTH
ACOWNY. OcHOBHbIE MOHATHUS U
ornpeneneHuss. OCHOBHBIE yIPO3bl
6esonacHoctu ACONY. Obecneuenue
6e3onacHoct ACOUNY. TTpuHImmns!
KpunTorpapuyeckon 3aliuThl
nHpopManmu. AnnapaTHo-
IIpOrpaMMHbIE CPEJCTBA 3alUThI
KOMITbIOTEPHOU UH(POPMALIUN.
DKCIepTHBIE CUCTEMBI U Oa3bl 3HAHUI
110 MH(POPMAIIMOHHON OE30MaCHOCTH.
SGRC-mnargopmbl Kak OCHOBa
pewenus 3aaa4 U undopmanmoHHon




6e3zonacHoctu ACONY Knaccuyeckue
CUMMETPHUYHBIE KPUITTOCUCTEMBI.
OCHOBHBIE IOHATHUSA U ONIPEIEIIEHNS.
HIudpps nepecranoBku. [udpyromue
Tabmubl. [IppuMeHeHne MarndecKkux
kBajparoB. [ludpel npocToii 3aMeHsI.
Cucrema nmdgposanus Llezaps.
AdduHHas cucrtema 1MoACTAaHOBOK
Le3apsa. Cucrema Lle3aps ¢ Kio4eBbIM
cioBoM. OiHOpa30Bast cucTemMa
mmmdposanus. Hudposanue metogom
raMmmMupoBaHus. MeTopl reHepanyn
TNICEBJIOCITY YalHbIX
[10CJIEIOBATEILHOCTEN YHUCE.
CoBpeMeHHbIE CHMMETPUYHbIE
KPUNTOCUCTEMBI. AMEPUKAHCKUIA
craHgapt mwudposanus jaHHbix DES.
OCHOBHBIE PEKUMBI Pa0OTHI ATOPUTMA
DES. Pexum "DnekTpoHHas KOJoBast
kuura". Pexum "Cueruienue 0J10KOB
mmgpa". Pexxum "OOpaTHast cBA3b MO
mmppy". Pexum "ObparHast cBsI3b 10
BeIxOny". O01acTU NPUMEHEHH
anroput™a DES . KomOunnpoBanue
OJIOYHBIX AJITOPUTMOB. AJITOPUTM
nmdpoBanus gaHHbIX IDEA.
OteuecTBeHHBIN CTaHAAPT MKA(PPOBAHUA
JaHHBIX. PeX1M pocToil 3aMeHBl.
Pexum rammuposanus. Pexum
raMMHUPOBaHUS C OOPATHOH CBS3BIO.
Pexum BbIpaOOTKM IMUTOBCTABKU.
Biounsle 1 notouHble MIMQPHI.
Kpunrocucrema ¢ jenoHupoBaHuemM
kioya. [Ipoueaypa renepanuu Kiouen.
O6cnyxuBanue kmoveid. [Ipouenypa
JeimuppoBaHusi. ACUMMETPUYHBIE
Kkpunrocucrembl. Konuenuus
KPUNTOCUCTEMBI C OTKPBITHIM KJTIOUOM.
OpHoHarpaBJIeHHbIE (DYHKLIUY.
Kpunrocucrema nmmdgpoBaHus JaHHBIX
RSA. ITpouenyps! mmdppoBanus u
pacudppoBaHusl B KpUIITOCUCTEME
RSA. BesomnacHocTts 1 ObICTpOJeiicTBHE
kpurnrocucreMsl RSA. Cxema
ummpposanus [lonvra — Xeuimana.
Cxema nmdgposanus Db ['amans.
KomOuHMpOBaHHBIN METO/
g poOBaHUSI.




1.2

Tema 5,6,7,8.,9

VYrpasieHre KpunTorpapuuecKumm
Kimovamu. ['eHepanus Kimodei.
Xpanenue kmoueit. Hocurenu

kioveBor nHdopmaruu. Konuernust

vepapxuu Kimodeil. Pacnipenenenue
Kimoded. Pacripenenenue kimoyveit ¢
y4acTUEM IIEHTpPa pacrpeaeieHus

kimoyeid. [IpssMoii oOMeH KioyaMu

MeX Iy Mojb30BaTesiMu. MeToasl u

CpeICTBa 3alUTHI OT yAAJEHHBIX aTak

yepe3 cetb Internet. 3agaun NN
pewaembie SGRC matdopmoit
EGIDA. Oco6ennoctu
(pyHKITMOHUPOBAHMST MEKCETEBBIX
9KpaHOB. OCHOBHBIE KOMITOHEHTHI
MeXCeTeBbIX IKpaHOB. PUIbTpYyIOIIME
Mapipytuzatopsl. 110361 ceTeBoro

ypoBHsL. 1110361 MPUKIaJHOTO YPOBHS.

Ycunennas ayreHTUUKAIMSA.
OCHOBHBIE CXEMBI CETEBOM 3aIUTHI HA
0a3e MeXCeTeBbIX IKPAHOB.
Me:xceTeBoil 9KpaH - (PUIbTPYIOIUI

MapuipyTu3atop. MexxceTeBoi 9KkpaH Ha

OCHOBE JIBYIIOPTOBOI'O LIUTIO3A.
Me:kceTeBOi 9KpaH Ha OCHOBE

9KPaHMPOBAHHOTO IILTI03a. MekceTeBon

9KPaH - 9KpaHUPOBAHHASA TOACETDb.

HpI/IMeHeHI/Ie MECKCETEBLIX 9KPAHOB 1JIA

OpraHu3aliv BUPTYaJIbHBIX

KoprnopatuBHbIX cerell. [IporpaMmMHbie

meTtonpl 3amuTel. EGIDA -
COBpEeMEHHasi MIHTEJUIeKTyasIbHast

SGRC- mnardopma 11 perieHus 3agad

WU vnpopMarimoHHor 6€301macHOCTH
ACONYy.

10

3.2.2. IlpakTHYecKHe 3aHATHS, COJAepP KaHue H 00’beM B yacax

Mopyns | Homep Tema Conepxanue TpynoemMKocThb
paszena (B yacax)
3.2.3. JlabopaTopHbI€e 3aHATHSA, CO/IeP:KaHNe U 00'beM B Yacax
Mounyie | Homep Tema Copnepxanue TpynoeMKocTb
pasnena (B yacax)




1.1

Tema 1,2,3,4

OcCHOBHBIE MIOHATHS U ONIPE/EICHUs B
o6nactu MHHOPMAITMOHHOU
6e3onacHoctu. SGRC-mu1atdopmbl Kak
OCHOBa peleHus 3aaad N
MH(OPMAILIMOHHON O€30IaCHOCTU
ACONY. Ocnossl Poccuiickoro
3aKOHOJATENILCTBA B 00JIACTH 3aLUTHI
uHopmanmu. Perynsaropsl B o0nactu
MH(POPMAILIMOHHOW OE30MACHOCTH.
AyauT coOTBETCTBUS TPpeOOBAHUSM
Poccuiickoro 3akoHOAATeIbCTBA B
00J1aCTH 3aIUTHl MH(POPMALTUH
KPEIUTHBIX OpraHu3auuil. Ayt
COOTBETCTBHS TPEOOBAHUAM
Poccuiickoro 3akoHOAATeIbCTBA B
00JIaCTH 3aIUTHI TIEPCOHATIBHBIX
naHHbIX. Kiaccuueckue cuMMeTpruyHble
kpuntocucrembl. CoOBpeMeHHbIE
CUMMETPUYHBIE KPUIITOCUCTEMBI.
ACHMMETpPUYHBIE KPUIITOCUCTEMBI.
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1.2

Tema 5,6,7,8,9

VYnpasneHue kpunTorpapuuecKumMmmu
KJIIoYaMy. MHOroakTopHble 1
OMOMETpUYECKHEe CHCTEMbI
ayreHTupukanu. EGIDA-
COBpEMEHHas UHTEJUIEKTyallbHas
SGRC- nmnargopma.CoBpeMeHHbIE
CTaHAAPTHI U CHeUMPUKAIIH 1O
MH(POPMALIMOHHON OE30MaCHOCTH.
Cranpapr 6e3omnacHoctu banka Poccun
CTO BP. Cranpgapt PCI DSS.
CrangapT 6e30MacHOCTH UHIYCTPHUU
iaTexHeix Kapt. Crangapt Ooume
Kputepun (OK) ISO/IEC 15408
"Kpurepun orieHKH 6€30MacHOCTH
MH(pOPMaITMOHHBIX TEXHOJIOTUI"
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3.3. Conepmaﬂne MaTepuajJoB, BbIHOCHUMBIX HA CAMOCTOATECJIbHOEC U3YyU€HHUE

Monyns | Homep | CopepxaHue MaTepualioB, Buapl camocTosiTesbHOM TpynoemMKocTb
pasnena BBIHOCHMOTO Ha AEATEbHOCTU (B yacax)
CaMOCTOSTEIbHOE
U3yuyeHue
1 1.1 Nudopmanmonnas [TpopaboTka yueOHOro 27
0€30MacHOCTh MaTepuaa JEKIUi
KOMITBIOTEPHBIX CUCTEM U BrinosnHeHue fomMaliHero

poOIeMBbI 3aganus [Ipyruve BuIbl

HUCKYCCTBCHHOTI'O

CaMOCTOSITEIILHON pa6OTbI




naTenekra (MN) B
MH(POPMALIMOHHOM
6e3onacHoctu ACONY.
OCHOBHbIE IOHATHUSA U
onpeneneHus. OCHOBHbIE
yIpo3bl OE30MaCHOCTH
ACONY. Obecnieuenue
6e3onacHoctn ACONY.
[TpuHLMTIBL
KpunTorpapuyeckon
3alUThl UH(OPMALIUK.
AnnapaTHO-IporpaMMHbIe
CPEJ/ICTBA 3aIlUThI
KOMIIbIOTEPHOM
MH(pOPMaLMK. DKCIEPTHbIE
CHCTeMBI M 0a3bl 3HAHUI O
MH(OPMATMOHHON
6e3onacHoctu. SGRC-
1aThOpMbl KaK OCHOBA
pemienus 3agaqy A
MH(OPMaIMOHHON
6e30macHOCTH
ACONY Kiaccuueckue
CUMMETPHUYHBIE
KPUITOCUCTEMBI.
OCHOBHbIE IOHATHUSA U
ornpenenenus. [lngpst
MEPECTAHOBKH.
HIudpymomue TadauIbL.
[IpumeHeHre Marn4eckux
kBagpaToB. [udpsl
npocroii 3amensl. Cucrema
nmdposanus Liesaps.
Addunnas cucrema
nojcraHoBok Lle3aps.
Cucrema Ile3aps ¢
KJIIOYEBBIM CJIOBOM.
OpHopa3zosas cucrema
mU(pPOBAHUSI.
[Mudpposanue metogom
raMMUpOBaHus. MeTobl
reHepanyu
TNICEBAOCITYYaliHbIX
10CJIeJOBATEIbHOCTEN
yucesl. CoBpeMeHHbIe
CUMMETPHUYHBIE
KPUITOCUCTEMBI.
AMEepUKaHCKUI CTaHAapT
M poBaHuUs JaHHBIX
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DES. OcHoBHbIE peKUMBI
padots! anropurma DES.
Pexum "nekTpoHHas
KomoBast KHura". Pexxum
"CueruieHue 0JIOKOB
umdpa". Pexum
"OOpaTHasi CBSI3b 1O
umdpy". Pexum
"OOpaTHasi CBSI3b 1O
BeIxoay'. Obmactu
[PUMEHEHHs aJIropuTMa
DES . KomObunupoBaHve
OJIOUHBIX aTOPUTMOB.
Anroput™ mmgpoBaHus
mandeix IDEA.
OteuecTBeHHBIN CTaHIAPT
M poBaHuUs JaHHBIX.
Pexxum mpocToii 3amMeHsl.
Pexum rammupoBaHus.
Pexum raMMmupoBanus ¢
00paTHO¥ cBs3bI0. Pexkum
BBIPA0OTKM UMUTOBCTABKH.
Biounsle 1 noTouHble
umgpsl. Kpunrocucrema ¢
JETIOHUPOBAHUEM KJTIOYA.
[Ipouenypa renepanuu
kmoueit. O0cyKrBaHe
kmoyveit. [Iponenypa
nemrgpoBaHusl.
AcuMMeTpHUYHBIE
KPUINTOCUCTEMBI.
Konnenmms
KPHUIITOCUCTEMBI C
OTKPBITHIM KJIIOYOM.
OpHoHarpaB/IEHHbIE
(pynkumu. Kpunrocucrema
M poBaHuUs JaHHBIX
RSA. ITpouenypst
muppoBaHus U
paciudpoBaHus B
kpunrocucrteme RSA.
bezonacHocts n
OBICTpOIeIiCTBHE
Kkpuntocuctems RSA.
Cxema nmdgpoBanus
ITosmra — Xennmana.
Cxema nmdgposanus b
INamans.
KomOuHupoBaHHbIi METO
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mU(pPOBAHUSL.

1.2

VYnpasienue
KpUITorpapuuecKuMu
kiouamu. ['enepanus

KJII0Yel. XpaHeHne
kmoyveir. Hocurenmn
KJII0YeBOW MH(MOpMaIuu.
KoHnrenius uepapxumn
kmodent. Pacnipenenenue
kimoyveil. Pacnipenenenue
KJII0YeH ¢ yuyacThueM
LIEHTpPa pacrpeaeieHus
xmouert. [psavoit oomeH
KJIIOUaMU MEXK]Ty
MOJIb30BaTEIIMU. MeToIbl
Y CPE/ICTBA 3aIUTHI OT
yIaJIeHHbIX aTak yepe3
cetb Internet. 3agaun N
pemaembie SGRC
iatopmont EGIDA.

OcobeHHoCTH
(pyHKIIMOHMpOBAHUS
MEKCETEBbIX IKPAHOB.

OCHOBHBIE KOMITOHEHTBI
MEKCETEBbIX IKPAHOB.
PuipTpyomnye
MapuipyTuzaropsl. [1mo3s1
ceTeBoro yposHs. [no3st
MPUKJIQHOTO YPOBHSI.

Ycunennas

ayTeHTU(pUKaIIUS.
OCHOBHBIE CXeMBbI CETEBOI
3alIUTH Ha Oase
MEKCETEBbIX IKPAHOB.
Me:xceTeBoi KpaH -
(prnpTpyrommn
MapIIpyTU3ATOP.
Me:xceTeBoil 9KpaH Ha
OCHOBE JIByIIOPTOBOT'O
nuno3a. MexceTteBoit
9KpaH Ha OCHOBE
SKPaHMPOBAHHOTO 11LJTI03A.
Me:xceTeBoi KpaH -
SKPaHUPOBAHHAS MOJCETh.
[IpumMeHeHne MexCeTeBbIX
9KPaHOB JJIsI OpraHU3allun
BUPTYaJIbHbIX
KOPIOPAaTUBHBIX CETEN.
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[TpopaboTka yueOHOro
MaTtepuasa JeKIi
BeinosiHeHre nomartiHero
3aganus [Ipyrve Buibl
CaMOCTOSITEIbHON pabOThI

30




[TporpaMMHbIe METO/IbI
samutel. EGIDA-
COBpEMEHHasI
nHTesuektyaipHasg SGRC-
iaTopma Ui peleHus
3agad N1
MH(OPMaIMOHHON
6e3onacHoctn ACONY.

4. ®oH1 OLIEHOYHBIX CPE/ICTB /IS IPOBeIeHUs TEKYIeH 1 MPOMeKyTOYHOMI
aTTecTanuu 00yJamuxcs no JUCHUIIHHE

(I)OH,I[ OLICHOYHBIX CPEACTB TEKYLIETO KOHTPOJIA U HpOMC)I(YTOQHOﬁ aTrecraiiyuy 110 uToram
OCBOCHUSA NJUCHUIIIMHBI ITPEACTABJICH B IPHUJIOKCHUM.

POH[I OLIEHOYHBIX CPEICTB

5. YueO6HO-MeTOqUUECKOe H HH(POPMAHOHHOE 00ecneyeHne 1 CIUIINHBI
5.1. OcHoBHas IMTEpaTypa
5.1.1. IleuaTHble N3aHNA
1. 1. Boupapes B.B. Bpenenue B MH(POpPMAIMOHHYIO O€30MAaCHOCTh aBTOMATU3WPOBAHHBIX
cucrem: yuebHoe mocooue / BonmapeB B.B.- 2-e uzn.- M.: Uzp-Bo MI'TY um. H. 3. Baymana,
2018. - 250 c.: un. — 2. Bapa6anoB A.B., Topodeer A.B., Mapkor A.C., Llupnos B.JI. Cemb

Oe3omnacHbIX MHPOPMAIIMOHHBIX TexHoJorui/ of pena. A.C. Mapkosa. — M.: [IMK Ilpecc, 2017.
-224 c.: u.

5.1.2. I3panua n3 DBC

5.2. JlonoaHUTeEJIbLHASI JJUTEpaTypa
5.2.1. IleuaTHble N3aHUA

1. 3. 1O.B. Pomanen u ap. 3amura nH(popMaluy B KOMIIBIOTEPHBIX cUcTeMax U cetsx Mza. 2-e.,
M:Panuo u cBa3p, 2001-376c. 4. b. IlInaep [Ipuknagnas kpunrorpagus. [IpoTokoJisl, aarOpuTMBI,
ucxojHble TeKCThl Ha a3blke Cu.-M.:TPUYM®, 2003-816¢. 5. Marematuyeckre 1 KOMIbIOTEPHBIE
OocHOBBI Kpurnroyiorun: Yued. mocooue/l0.C.Xapun u np.-Munck:HoBoe 3nanue, 2003-382c. 6.
Ucarymues K.I1. CnpaBounuk no kpunrosiorud. Munck:HoBoe 3nanue, 2004 - 237¢

5.2.2. U3panua n3 DBC
1. 1. Caiir 6ubmoreku MI'TY um. H.D. Baymana: http://library.bmstu.ru. 2.Caiit BeO-

koHcopuuyma: https://www.w3.org/ 3. ISO/IEC 12207:2008: NHpopMallmoHHbIE TEXHOJOTHH.
[Mporecch ’KU3HEHHOTO ITUKJIa MIPOrpaMMHOTO oOecrieueHus: -
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https://eos2.zabgu.ru/local/working_program/modules/typical_programs/PDF/fos.php?file=16/16.5/09.04.01%20%D0%911.%D0%92.%D0%94%D0%92.01.2%20%D0%A4%D0%9E%D0%A1_%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F%20%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C%20%D0%90%D0%A1%D0%9E%D0%98%D0%A3%20(%D0%BF%D1%80%D0%BE%D1%84%D0%B8%D0%BB%D1%8C%20%D0%98%D0%98%D0%B2%D0%90%D0%A1%D0%9E%D0%98%D0%B8%D0%A3).pdf

http://www.iso.org/iso/ru/catalogue_detail?csnumber=43447; 4. TOCT P NCO/M3K 15288 —
2005: Cucremnasi unxenepus. http://www.novsu.ru/file/977849; 5. Capability Maturity Model
Integration (CMMI). - http://habrahabr.ru/post/79130/.

5.3. ba3bl JaHHBIX, HH( OPMAIHOHHO-CIIPABOYHbIE€ 1 OUCKOBbIE€ CHCTEMbI

HazBanue Cchuika

6. ITepeyeHsb MPOrpaMMHOT0 00ecneYeHusI
[TporpammHoe obecriedenre odmiero HazHadeHus:: OC Microsoft Windows, Microsoft Office,
ABBYY FineReader, ESET NOD32 Smart Security Business Edition, Foxit Reader, AUBC
"MeralIpo".
[TporpammHOe oOecrieYeHre CrielMaJIbHOrO Ha3HAUCHHMS:

1) LibreOffice

7. MaTepl/IaJIbHO-TeXHI/I‘leCKOC obdecneyeHue JUCHHAIIJIMHBbI

HaumenoBaHue noMeieHui AJ1si TpoBeIeHUS OcCHAIIIEHHOCTh CHEUAIBHEBIX [TOMEEHUN U
yueOHBIX 3aHSITUA W JJI CAMOCTOSITENLHOW | MOMEIIeHUH JIJIsl CAMOCTOSITEIbHOM PadOThI
padoThl 00yYAOIIUXCS

VyeOnbie ayautopum s npoBeneHust | CoctaB 000pyIOBaHUS U TEXHUIECKUX CPENICTB
3aHSITUH JIEKIIMOHHOTO TUIIA oOyueHHs] yKa3aH B TMAclopTe ayAuTOPHH,
3aKpEeIJICHHOW paclMcaHueM Mo (PpakyIbTeTy

VyeOHble ayAuTOpUM JJIsl  MIPOBEICHHUS
J1a00PaTOPHBIX 3aHATHI

VueOHble ayquTOpuUM AJIsl MPOMEKYTOYHON
aTTecTaluu

Vuebuble aymuropum g npoBeneHus | CocraB 000pynOBaHMS M TEXHUUECKHUX CPEICTB
IPYNIOBBIX U MHIMBUIYAIbHBIX KOHCYJIbTAlIMKA | OOyYeHUs YKa3aH B IMAcropTe ayAuTOpuUH,
3aKperUIeHHOW PacluCaHueM 1o Kadenpe

V4eOHble ayTUTOPUM JIJIs1 TEKYIIe aTTeCTalluu

8. MeToanueckue peKoOMeH/Jaliu M0 OPraHu3anuy U3y4eHus1 U CIUTIINHBI

[Mpuctynas K paboTe, KaXIblil CTYAEHT [OJUKEH IPUHUMATh BO BHUMAaHUE Clepylolye
HIOJIOKEHHUSL.
JUCUMIUIMHA TIOCTPOEHa MO MOAYJbHOMY MPUHIMITY, KaKAbId MOIYJb MPEJICTaBiIseT CcoOoi
JIOTUYECKU 3aBEPIICHHbIN pa3jes Kypca. JuciuIuimHa AeMTcs Ha 1Ba MOAYJIA.
Ha nepBoM 3aHATHM KaIblil CTY/IEHT MOJyYaeT B 3JIEKTPOHHOM BHJIE MOJIHBII KOMIUIEKC Y4eOHO-
METOIMYECKUX MATEPUAJIOB MO AUCLUIUIMHE.
JIeKIIMOHHBIE 3aHATHS TOCBSILIEHbl PACCMOTPEHUIO KJIIOUYEBBIX, Oa30BBIX IOJIOXKEHWH Kypca U
Pa3bSCHEHNIO YIeOHBIX 3aJaHMI, BHIHOCUMBIX HA CAMOCTOSTENBHYIO IIPOPAOOTKY.
JlabopatopHble padOTHI MpeJHa3HAYEHB! ISl MPUOOPETEHHs OIbITa MPAKTUYECKOW peatn3aliu
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OCHOBHOW MpPO(eCCHOHANBHOI 00pa30BaTebHOM TPOrpaMMbl. YKazaHHs K J1aOOpaTOpHBIM
paboTaM MpopadaTHIBAIOTCS CTYIEHTAMH BO BPEMsI CAMOCTOSITEIbHOW OATOTOBKU. Heobxoanmblii
YPOBEHb MOJrOTOBKM KOHTPOJIMPYETCS TEpet NPOBEICHUEM JTaO0paTOPHBIX padoT.
CamocTrosiTenbHast padoTa CTYAGHTOB BKJIIOUAET MPOPadOTKY MaTepualia JIEKIUH, TOATOTOBKY K
71abopaTOpHBIM padOTaM, MOATOTOBKY K PyOEKHBIM KOHTPOJISIM.

Texkymuii KOHTPOJIb TPOBOAUTCS B TEYEHHE KAKIOrO MOMIYJIs, €ro WTOTOBBIE pPEe3yJbTaThl
CKJIA/IBIBAIOTCS U3 OLIEHOK T10 CJIEAYIOIMMU BHaM KOHTPOJIBHBIX MEPOIPUSATHI:

-pyOekHbIe KOHTPOJIH;

-KOHTPOJIb TEKYIIUX 3HAHUH;

-IIOCEIEHUE JIEKIIU.

OcBoeHMEe UCUMILUIMHBI, €€ YCIEIIHOe 3aBepllieHHe Ha CTaAud IMPOMEKYTOUYHOW aTTeCTalluu
BO3MOXHO TOJILKO TIPH PETYJISIPHON padoTe BO BpeMsl CEMECTpa M IJIAHOMEPHOM MPOXOKACHUH
TEKYILEro KOHTPOJISL.

s 3aBepmieHuss paObOTHI B CEMECTpe CTYAEHT JOJUKEH BBIIIOJIHUTHL BCE KOHTPOJIbHbBIC
MEpONPHUATHUSI.

[TpomexyTouHast arrecTanusi MO pe3yJbTaTaM CEeMecTpa MO JUCIMIUIMHE MPOXOAUT B (opme
3aveTa. [ JMKBUOALMM aKaJeMHUYEeCKOW 3a[J0JDKEHHOCTH, WM Tepe3avyeTa JUCIUIUIMHBI s
CTYJEHTOB, TEPEBOASIIMXCS W3 JOPYIMX BY30B, WJIH [UIs TOBBIIIEHUS OAJJIbHOW OIEHKH 32
OT/IeJIbHBIE MOAYJM TUCHMIUIMHBI TPOBOAUTCA 3a4eT B (popme cobecemoBaHUs Uil MPOBEPKU
KJTIOYEBBIX Pe3yJIbTaTOB 00yUYEeHHsI MO AUCIUIUIMHE, 00eCIeunBaolee BO3MOKHOCTh OObEKTHBHOM
HE3aBUCHUMOM OLIEHKHM MPUOOPETEHHBIX 3HAHUM, YMEHUI U HABBIKOB.
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Pazpaboturk/rpynma pa3paboTIYMKOB:
JIngnsa JleonnpoBHa SIKoBiIeBa

Tunosas nporpamMma yTBep:KJeHa

CornacoBana ¢ BblITycKalwollen kadeapoi
3aBenyommii kKadeapou
«__» 20
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