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PABOYAA ITPOI'PAMMA JUCHUIIJIMHBI (MOYJIA)

b1.0.20 3amura napopmanmu
Ha 216 yaca(oB), 6 3a4eTHBIX(bIE) eTUHUII(BI)
JU1sl HarpasJieHus noarotoBku (cnenuaibHoctr) 09.03.01 - MHpopmaTHKa 1 BBIYMCIUTENIbHAS
TEXHUKA

cocraBjieHa B coorBercTBUU ¢ ®PI'OC BO, yTBEpkI€HHBIM TPUKA30M
MunrctepcTBa 0Opa3oBaHus M Hayku Poccuiickont ®epepanuu ot
« » 20 r. No

[Mpodwts — [TporpaMmHOe odecrieueHre BHIUUCIUTETbHON TEXHUKHA U aBTOMATHU3UPOBAHHBIX
cucrem (1uist Habopa 2022)
dopma odyuerus: OuHas



1. Oprann3anuoHHO-MeTOAUY€eCKUH pa3eJt
1.1 ey 1 3aga4u AU CIUIINHBI (MOTYJIA)
Lenb u3yueHus: AUCHUILTAHBL:

Llenplo M3yuyeHUs] AMCLMIUIMHBI SIBJISIETCS TMOJyYeHHE CTYAEHTAaMHU OCHOB 3HAHWI B 00J1acTh
oOecrieueHust MH(pOPMALIMOHHOM 6e30macHOCTH MH(OPMALIMOHHBIX pecypcos,
ABTOMATHU3MPOBAHHBIX CUCTEM U BBIYHMCIIUTENBHBIX CETEH.

3anauv N3yyeHus TUCIUILIMHBL:

MIPOBO/IUTH OLIEHKY PUCKOB HapylleHus1 MHPOPMAIMOHHOIN Oe30MacHOCTH;

pa3padaThiBaTh MOJMTUKY HH(POPMAIIMOHHON 0€30IacHOCTH;

UCIOJIb30BaTh CIeIMaIbHbIe TEXHUUECKUE CPENICTBA ISl 3aIUThl HH(pOpMAaIIUK;

WCIOJIb30BaTh KpUMNTOrpapuieckue cpeicTBa Jisl 3aluThl KOH(MUASHIIMATLHON HH(OpMAIUK.

1.2. MecTo qucuuminHabl (MoayJisi) B cTpykrype OII

Huctmmmmaa «3ammra uHpOpMalun» SBJSIETCS CleNUaTIu3upoBaHHON. TeopeTnyeckue u
NPAKTUYECKUE HABBIKH, MOJIyYSHHBIE NPH U3YUYEHHUU JaHHOUN TUCIUIUIMHBI, OyIyT BOCTPeOOBaHbI
IIPU OPraHU3AlMU CHCTeMbl MH(POPMAIIMOHHON 0e30MacHOCTH Ha MpeAnpusaATHH. I yCrenmHoro
OCBOGHUSI JUCIMIUIMHBI «3anuTa MHOOpPMaIMK» CTYACHT JOJDKEH UMETh Oa30BYIO IMOJATOTOBKY IO
muciimiuimHaM «CeTd U TeleKOMMYHUKanu», «OnepalioHHble CUCTeMbl» COTJIACHO y4eOHOro
r1aHa HarnpasyieHus 09.03.01.

1.3. O6beM aUCHUIINHBI (MOIYJIsI) ¢ YKa3aHHEM TPYJA0€MKOCTH BCeX BH/I0B yueOHOM
padoThI
OO0mas TpyJoeMKOCTb JTUCIMIUTMHBI (MOAYJIsA) COCTaBisieT 6 3aueTHHIX(bie) equHuUIl(bl), 216
YacoB.

Bugp! 3anATUI Cemectp 7 Cemectp 8 Bcero yacos
Oo1ast Tpy10eMKOCTb 216
AyauropHsle 34 36 70
3aHATHSA, B T.U.
Jlexmmonnsle (JIK) 17 18 35
[IpakTueckue 0 0 0
(cemunapckue) (I13,
C3)
JlaGopatopusie (JIP) 17 18 35
CamocrosiTenpHas 38 72 110

paboTa CTyIeHTOB
(CPO)




dopma
IPOMEKYTOUHOU
aTTecTalyy B
cemecTpe

3aueTr

DK3aMeH

36

Kypcoas pabota

(KypcoBO1 ITPOEKT)

(KP, KIT)

2. I[lepeyeHs MUIAHUPYEMbIX Pe3yJbTATOB 00yUeHUsI 10 JUCIHUILINHE, COOTHECEHHBIX C
IVIAHUPYEMbIMH pe3yJbTaTaMH 0CBOEHHs 00pPa30BaTeJbHOIl MPOrpamMMbl

[Tnanupyemble pe3ybTaThl OCBOEHUSI 00pa30BaTeILHON

[Inanupyemble pe3yabTaThl

IIPOrpaMMBbl 00y4eHHsI IO JUCIUTUIIHE
Kon u WHauKaTOphl 1OCTUAKEHUSA JlecKpUnTOphL: 3HAHUS, YMEHUS,

HalIMEHOBaHUE KOMIIETeHLIMH, (POpMUPYEMBIE B HaBBIKM U (UJIM) OMBIT IEATEILHOCTU

KOMIIETEeHLIUH PaMKax JUCLMILTUHBI

OIIK-3 OIIK-3.1.3HaTh: TpUHLIUIIBL, METOABl | 3HATH: COBPEMEHHbBIE
Y Cpe/CTBA PELIeHUs] CTAaHAAPTHBIX | MH(OpPMALIMOHHBIE TEXHOJIOTUH U
3a7a4y poeCCUOHAIBHON | TPOrpaMMHbIE  CpPelCTBAa, B TOM
JeSATeJIbHOCTH Ha OCHOBE | umcine OTEYECTBEHHOI O
MH(POPMALIMOHHON U | IpOM3BOJCTBA, HUCIOJIb3yeMble s
OoubMorpapuueckor KyJbTypel C | pa3paOOTKM M 3SKCIUTyaTanun web-
OpUMEHEHHEeM  MH(POPMALMOHHO- | MPUJIOXKEHUH, NIPU peLIeHUH 3aaay
KOMMYHHUKALMOHHBIX TEXHOJIOTHI U | MPO(pecCHOHATbHON AeSATeTbHOCTH.
C YYETOM OCHOBHBIX TpeOOBaHUI
MH(POPMAIIMOHHON OE30MaCHOCTH.

OIIK-3 OIIK-3.2. Ywmerb: pemath | YMeTh: pemaTh CTaHAAPTHBIE 3a0a91
CTaHJApPTHbIE 3aJaud | Ipo(peCCUOHAIBHON  JEATENIbHOCTH
npoeCCHOHANBHON  JIEATEIbHOCTH | HA OCHOBE WH(MOPMAIMOHHON U
Ha OCHOBE WH(OPMALMOHHOW U | OuOIMOrpacuyeckoil KyabTypbl C
OouomorpapuIeckoil  KyJIbTyphl C | mpumeHeHueM  WH(pOPMAIMOHHO-
NpUMEHEHHeM  MH(POPMALMOHHO- | KOMMYHHMKAIIMOHHBIX TEXHOJIOTUN U
KOMMYHHMKAIIMOHHBIX TEXHOJOTMIA M | C YYeTOM OCHOBHBIX TpeOOBaHMI
C YYEeTOM OCHOBHBIX TpeOOBaHUI | MH(pOPMALMOHHON OE30MACHOCTH.
MH(pOPMAIMOHHON 6€30MaCHOCTH.

OIIK-3 OIIK-3.3. Nwmerts HaBblKM: | BrageTs: HaBbIKAMU TPUMEHEHUS
MOJrOTOBKA 0030pOB, AHHOTAIIUH, | COBpeMEHHBIX  HMH(POPMAIIMOHHBIX
COCTaBJIeHUs pedepaToB, HAyYHbIX | TEXHOJIOTMH W MpPOrpaMMHbIE
JOKJIA/I0B, nyOMKanui, U | CpeAcTBa, B TOM quce
oubmorpadun o HAay4HO- | OT€YECTBEHHOIO IIPOM3BO/CTBA,
MCCIIEI0BATEIbCKOM pab0Te C yUeToM | UCTIONIb3yeMble AJisi pa3paboTKU U
TpeOoBaHUM MH(pOPMALIMOHHOM | IKCIUTyaTauuu  wWeb-IpuiiokeHuil,
0€30MacHOCTH. npu pelieHun 3aga4

poheCCUOHAIBHOM JEeATEIbHOCTH.




OIIK-8

OIIK-8.1. 3HaTh: OCHOBHBIE SI3BIKU
NPOrpaMMHUpPOBaHUs U paboThl C
06a3aMu  JTaHHBIX, OIEpPAIMOHHBIE
CUCTEMBI U 000JIOUKH, COBPEMEHHbIE
NpOrpaMMHbIe Cpellbl  pa3paOdoTKU
MH(OPMAITMOHHBIX CHUCTEM u
TEXHOJIOTHH.

3HaTh: OCHOBHbBIE SI3BIKH
IPOrpaMMHUPOBaHHUsI, COBPEMEHHBIE
porpaMMHbIE Cpefibl Pa3padOTKH U
OTJIAKU  TPOrpamMM,  CIIOCOOBI
B3aUMO/ICHCTBUS C OMEPAIIMOHHBIMU
CHCTEMaMH.

OIIK-8 OIIK-8.2. YMeTb: IpUMEHATD A3BIKU | YMETh: MPUMEHSTh SI3BIKU
POrpaMMHMPOBaHUS W PpabOTHl C | MpOrpaMMHUpPOBAHKS M COBPEMEHHBIE
06a3aMu  JJaHHBIX, COBPEMEHHBIE | TPOrpaMMHbIE Cpelibl pa3padOTKU
NPOrpaMMHBIE Cpefibl  Pa3padOTKH | IIporpamm IS pelieHust
MH(OPMAIIMOHHBIX CHCTEM U | OpUKJIAJHBIX 3aJa4  Pa3JIMYHOro
TEXHOJIOTMHA JUII aBTOMATU3alluM | KJjacca, CBSI3aHHBIX c
OU3HEC-TTPOIIECCOB, peleHusi | aBToMaTH3alnueil Ou3Hec-mpoIeccoB
NPUKJIAJHBIX  33/1ad  pa3jIMuHBIX | M BeneHueM  MHQOPMAIMOHHBIX
KJIACCOB, BeleHUs 0a3 AaHHBIX M | XpaHWIUII JAHHBIX.
MH(OPMAITMOHHBIX XPaHWJIHUIII.

OIIK-8 OIIK-8.3. Nwmerts HaBBIKU: | Brmagertn: HaBBLIKaMU
MpPOrpaMMHUPOBAHUsL, OTJaJKU U | IpOrpaMMHUPOBAHUSA,OTIAIKI i
TECTUPOBAHUS MPOTOTHUIIOB | TECTUPOBAHUS MIPOTOTHUIIOB
MIPOrPaMMHO-TEXHUYECKUX Pa3IMYHbIX MH(pOPMaIIMOHHBIX
KOMIIJIEKCOB 3a/1a4. KOMIIJIEKCOB.

I1K-9 I1K-9.1 3HaTh: NPUHLMIBL | 3HATh: MPUHLMIBI  OpPraHU3alvu
OpraHu3anuu LIEJIOCTHOCTHU U | ugenoctHocth u  gocrynHoctd Bl
jpocrynHoctd  BJl (aToMapHOCTb, | aBTOMATHU3MPOBAHHBIX CUCTEM
CTPYKTYPUPOBAHHOCTBD)

IIK-9 [IK-9.2. Vmers: peasmsoBbBaTh | YMeETh: pean30BHIBATH
KpUnrorpauyeckue  aJroOpuTMbl | Kpunrtorpapuyeckue  aaropuTMbl
3aIIUATHI TAHHBIX. 3aIUTHI JAHHBIX.

I1IK-9 IT1K-9.3 ImeTs HaBeIKK: Oe30macHoro | Biaagets: Haseikamm 6Ge3omacHOro
agMuHuctpupoBanus CYB]I agmuHuctpupoBanuss  CYBJl  Ha

YPOBHE IPYIIIOBbIX MOJUTUK AOMEHA

T1IK-13 [1K-13.1. 3HaTh: MeTOOBI U CpeAcTBa | 3HATh:  METOOBI M CpElcTBa
ayTeHTU(PUKAIIUU 1 aBTOPU3ALUN ayTeHTU(UKAIIMU U aBTOPU3ALIUU

[IK-13 [IK-13.2. Vmers: pa3BopauuBaTh | YMeThb: pa3BopavnBaTh
MPOrpaMMHbIE u anmnaparHele | MPOrpaMMHbIE u anmnaparHble
cpencrsa Kpunrorpadguyeckor | cpeacraa Kpunrorpapuyeckon
3aIUATHI 3aIINATHI

I1K-13 I1K-13.3. NmeTts HaBbIkM: | Brnagers: HaBbikamm 0e30macHOro

0€30MacHOT0  aJMUHUCTPUPOBAHUS
BBIUMCIIUTEIbHON CETH U CETEeBBIX
y3JI0B

a/IMUHUCTPUPOBAHUS
BBIUMCJIUTEIBHONM CETU U CETEeBBIX
y3JI0B Ha OCHOBE TIpYIIOBBIX
MOJIMTUK JOMEHa




3.1 CTpykTypa JUCHHMIIMHBI JJIs1 0UYHO (hopMBbI 00yUeHUSs

3. Conep:xanne qUCHUNIAHBI

3.1. Pa3zgeqan! quCOUILINHBI H BHABI 3 aHATHH

Moayns | Homep |HaumenoBanue Tembl pazaena Bcero | Aymutopus | C
pasznena paszmena 4YacoB | e 3aHATUs P
C
J |1 [JI
K |3 |P
(C
3)
1 1.1 OcHoBHBIE OcHOBHBIE IOHATUS U 20 4 10 [4 [12
TIOHSITUS U OIpe/IeICHNU .
orpe/ieIeHus]. VcToYHMKH, PUCKH U
[IpaBoBbie (popmbl aTak Ha
ACTIeKTBI. uHpopmauuio. [TpaBoBbie
Ouenka ACIIEKThl OE30MaCHOCTH
PHCKOB. MH(MOPMALIMOHHBIX
texHoJiorui. CtanzapTsl
oe3omnacHocTH. OrieHKa
PUCKOB HapyllIeHUsI
nHMOPMaAITMOHHON
6e3onacHocTd. Monenu
Hapymuress. Mogenn
yrpo3.
2 2.1 OcHoBHBIE Bunel Mep obecrieuenus 24 0 12
Mepbl 6e30macHOCTH
o0ecrieueHust uH(pOpMaIUK.
6e3omacHocTd | OpraHu3alMOHHbIE MEPBbI.
uHpopmauuu. | OpraHu3allMOHHBIE MEPHI.
TexHuueckue u
TEXHOJIOTMYECKUE MEPHI.
3 3.1 OoOHapyxeHue MexaHu3MBbI 28 7 10 14
aTak. UAeHTU(UKALINY,
ayTeHTU(UKAIUH,
aBTOPU3AIIUU.
Kpunrorpaguyeckue
cpenctea. Konrposb
LIEJIOCTHOCTH.
PesepBupoBanue u
pe3epBHOE KOMMPOBaHUE.
dunbrpanus Tpaduka,
oOHapyKeHHe aTaK
BPEIOHOCHOTO KOJIa,




OOHapyxeHue
ySI3BUMOCTEN.

4.1 Opranuzanus bezonacHocTb 28 6 |0 |6 |16
KOMILJIEKCHOM COBPEMEHHBIX CETEBBIX
cucTemMbl MHGO TEXHOJIOIMH. 3alunTa
PMaLMOHHOM MH(pOPMaLIMH B CETSX.
6e3omacHOCTH KommuiekcHas cucrema
MH(pOPMALIMOHHOM
6e30macHOCTH
TPeaNpPUSATHUSI.
OCOOEHHOCTH 3aIUTHL
MHOOPMAIIMOHHBIX
CHCTEM MEePCOHAIBHBIX
JAHHBIX U KPUTUYECKOU
nHMOPMaAITMOHHON
UH(PPACTPYKTYPBHL..

5.1 Kpunrorpadus Kpunrorpadus u 44 12 (0 |12 |20
u KPUNTOAHAIU3.
KPUITOAHAIU3. Kpunrorpaguueckue
MOJEJH. AJITOPUTMBI
¢ pOBaHUSL.
ANropUT™MBl
ayTeHTU(UKAUN
IIOJIb30BATENIEH.
Kpunrorpaguueckue
MeToibl. CUMMETpUYHbIE
Kpunrorpapuyeckue
CUCTEMBI.
AcuMMeTpUYHBIE
Kpunrorpapuuyeckue
CUCTEMBI. DJIEKTPOHHO-
g poBasi HOAIKCS.
PyHKIIMOHUPOBAHKE
yIOCTOBEPSIOLLETO

HIeHTpa.

Hroro 144 3510 |35 |74

3.2. Conepxxkanue pa3jgeaoB JUCHHUILIMHBI

3.2.1. JIekiuoHHBIE 3aHATHSA, COJePKaHNE H 00beM B yacax

Monyie

Howmep Tema Copnepxanue TpynoeMkocTb

pasnena (B yacax)

1.1 OCHOBHEBIE OcCHOBHBIE MIOHATHS U ONIPEJIETIECHHUS. 4
[OHATUA U Wctounuku, pucku u pOpmbl aTak Ha
orpeiesIeHus]. uHpopmanuio. [IpaBoBbie acrieKThl




HcrouHukn,
PUCKHU U
(popmel aTak Ha
MH(pOPMALIMIO.
[IpaBoBbIE
aCIIEKTHI
0€e30MacHOCTU
MH(MOPMAaLIMOH
HBIX
TEXHOJIOTHH.
Crangaptsl
0€30IacHOCTH.
OneHka
PHUCKOB
HapyIIEeHUs UH
¢opmarimonso
5
0€30IacHOCTH.
Mogenmn
HAPYIIUTEJIS.
Mopenu yrpos.

6e30macHOCTH MH(OPMALTMOHHBIX

TexHosiornid. CTaHaapThl OE30MACHOCTH.

OneHka pyUCKOB HapyLIEHUS
MH(POPMAIIMOHHON OE30MaCHOCTH.
Mopemu Hapymmrens. Mogenu yrpos.

2.1 Bugs! mep Busiel Mep obecrieyeHust 6e301acHOCTH
obecrieyeHust nHdopmaiuu. OpraHu3aloOHHbIE
0e30IacHOCTH Mepbl. OpraHU3alMOHHbIE MEPBI.
nH(pOpMaIIUH. TexHu4yeckue U TEXHOJOTUIECKUe
OpranuzaiuoH MEpBHI.
Hble Mepbl. Opr
AQHU3ALIMOHHbIE
MEpBHI.
TexHuueckue u
TEXHOJIOTUYECK
Y€ MEPBI.
3.1 MexaHU3MBI U MexaHu3mbl uieHTU(PUKALINY,

eHTU(pUKALUH,
ayTeHTUdUKaI]
uu,
ABTOPU3ALMH.
Kpurnrorpaguu
ecKue
CpeacTBa.
KoHTposb
LIEJIOCTHOCTH.
PezepBupoBan
Vi€ U PE3EPBHOE
KOIIMPOBAaHHUE.
Punbrpanus
Tpaduka,

ayTEeHTU(PUKAUY, aBTOPU3ALUHN.
Kpunrorpaguueckue cpeacraa.
KoHTpoJb iesocTHocTy.
PesepBupoBanue u pesepBHOe
KonupoBanue. Punbrpanusa Tpaduka,
OOHapy’KeHHe aTak U BPeJIOHOCHOTO
KOJa, OOHapyKeHUE ySI3BUMOCTEN.

oOHapyxeHHe




aTak 1

BPEIOHOCHOTO
Koja,
oOHapyKeHUe
YSA3BUMOCTEMN.
4.1 BezonacHocts | bBe3omacHOCTb COBPEMEHHBIX CETEBBIX 6
COBPEMEHHBIX TEXHOJIOTUI. 3anuTa nHgopmMalm B
CETEBBIX cerax. KommiekcHas cucrema
TEXHOJIOTUH. MH(OPMAITMOHHOW OE30TTaCHOCTH
3ammra npeanpustus. OcOOEHHOCTH 3alUThI
nHGOpMaI1K B MH(pOPMAIIMOHHBIX CUCTEM
CeTSIX. MePCOHAJIbHBIX JAHHBIX U KPUTUUECKON
Komrinekchnast | mHMOpManmoHHON MH(GPACTPYKTYPHI.
cucrema UHPo
PMaIMOHHOM
6e30MacHOCTH
NPEANPUATHS.
OcobeHHoCTH
3amuThl ”HPOP
MAaIMOHHBIX
CHCTEM
NIEPCOHAJIbHBIX
JAHHBIX U
KPUTUYECKOU U
HpOpMaITMOHH
ol uH(ppacrpy
KTYpBI.
5.1 Kpurnirorpagus Kpunirorpadus u kpunroaHaius. 12
u Kpunrorpaguyeckue monenu.
KPUITOAHAIN3. | AJITOpUTMBI IIM(POBaHUS. AJITOPUTMBI
Kpunrorpaguu ayTeHTU()UKAIMU [TOJIb30BATEIIEH.
€CKHe MOJEJIH. Kpunrorpacpuyeckue METOABI.
ANropUTMBI CummMmeTpuyHble KpunTorpapuyeckue
M poBaHUS. CUCTEMbl. ACUMMETpPUYHBIE
ANroputMmsl ay KpUnTorpapuuyeckue CUCTEMBI.
TEHTU(UKALIIH DJIEKTPOHHO-IU(PPOBas MOANKCE.
noJib3oBaresied | PyHKUMOHUPOBAHUE YIOCTOBEPSIOIIETO
. Kpunirorpacgu LEHTpA.
YecKue
METO/IBL.
CuMMeTpruYHbI
e Kpunrorpadgu
YecKue

CHUCTEMEBI. AcH
MMETPHUYHBIE K
punrorpagumny
eCcKue
CHCTEMBEI. DJIEK




noanuch. PyHK
LIMOHUPOBaHUE
YIIOCTOBEPSIIOII]

TPOHHO-
udposas

ero IeHTpa.

3.2.2. [IpakTHYeCcKHe 3aHATHA, COAepPrKaHNe H 00beM B yacax

Monyie

Howmep
pasnena

Tema

Copepxanue

TpynoeMkocTb
(B acax)

3.2.3. JIabopaTopHble 3aHSTHS, COJlep:KaHue H 00'beM B yacax

Moaynb

Homep
paznena

Tema

Conepxanue

TpynoemMKocThb
(B yacax)

1.1

OCHOBHBIE
TOHATHSA U
ornpeiesIeHus].
HUcrounukn,
PUICKH U
popmbl aTak Ha
MH(pOPMALIMIO.
[IpaBoBbIE
ACIIEKThI
0€3011aCHOCTH
MH(pOPMaLIMOH
HBIX
TEXHOJIOTHH.
Cranpaptsl
0€30IaCHOCTH.
Onelka
PHCKOB
HapYyIIeHUs MH
(popmanimonno
4
0€30IaCHOCTH.
Monem
HaPYIIUTEJIS.
Mopenu yrpos.

HccnenoBanne MHGOPMaMOHHBIX
PECypcoB, OLIEHKA PUCKOB, [IOCTPOEHUE
Mojenu yrpo3. PazpaboTka noauTuku
MH(OPMAITMOHHON OE30ITaCHOCTH

4

2.1

Buaer mep
obecrieueHust
0e30MacHOCTU
MH(pOpPMaLUU.

Opranuzanuos

Pa3paboTka opraHu3almoHHO-
pacropsiIUTEIbHBIX 1 HOPMATHUBHBIX

HOKYMEHTOB




Hble Mepbl. Opr
aQHU3ALIOHHbIE
MEPBI.
TexHnueckue u
TEXHOJIOTMUYECK
Y€ MEepBHl.

3.1

MexaHU3MEI U
eHTU(UKALUH,
ayTeHTUudUKaIl
um,
aBTOPU3AIIHH.
Kpunrorpaguy
ecKue
CpeacCTBa.
Kontposb
LIEJIOCTHOCTH.
PesepBupoBan
Ue U pe3epBHOE
KOITMPOBaHHUE.
PunbTpanus
Tpaduka,
oOHapyKeHue
aTaK u
BPEAOHOCHOTO
KOJa,
oOHapyKeHue
YSA3BUMOCTEH.

HccnepoBanue cpencts
MH(POPMAIIMOHHOW OE30TMaCHOCTU
OINEPALIMOHHBIX CUCTEM. Y CTAHOBKA U
HacTpoiika Kpurnito-rpo. ¥YcraHoBka u
HACTPONKA aHTUBUPYCHOTO
MPOrPaMMHOT0 0OecrieueHusl.
YcTaHoBKa M HACTPOMKa MEKCETEBOTO
JKpaHa.

4.1

be3onacHocTb
COBPEMEHHBIX
CETEBBIX
TEXHOJIOTHH.
3amura
uH(pOpMaLK B
CeTsX.
KowmmiekcHas
cucrema uHQo
PMaIMOHHOM
0e30MacHOCTH
MpeANpUsITUSI.
OcobeHHOCTH
3a1UThl UHPOP
MAalMOHHBIX
CUCTEM
MEePCOHAJIbHBIX
JAHHBIX U
KPUTUYECKOU U
H(popMaIMoHH

oi1 uHdpacTpy

Hacrpoiika VPN-kaHana. ycraHOBKa 1
HACTPOKMKa CHCTEM OOHapyKEHUs aTak.
Hacrpoiika JOMEHHBIX OJIUTUK
©e30MacHOCTH.

10




KTYpBL.

5.1

Kpunrorpadus

Pa3paboTka npuioxeHui,

u peanu3ylolmx Kpunrorpagudeckue

KPUNTOAHAJIN3.
Kpunrorpadpuu
€CKHE MOJEIIN.
AJITOPUTMBI
I pOBaHUS.
AJNTOpUTMBI ay
TeHTU(DUKALIIU
MoJib30BaTesen
. Kpunrorpadu
yecKkue
METOpbI.
CumMMeTpUYHbBI
e Kpurnrorpadu
yecKkue
cucTemMsbl. Acu
MMETpPUYHbIE K
punrorpaguny
ecKue
CUCTEMBI. DJIEK
TPOHHO-
uugppoBas
noAnuch. PyHk
LIMOHUPOBaHUE
YIOCTOBEPSIIOLL
€ro LIEHTpa.

QJITOPUTMBIL. Y CTAHOBKA U HACTPOMKA
yIOCTOBEPSIOIIETO IIEHTpa
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3.3. Conep:xanue MaTepHaJIOB, BBIHOCHMBIX HA CAMOCTOSTEJbHOE H3YUeHHe

Mopynb

Howmep
pasgena

Copeprxanue MaTepuaJos,
BBIHOCMMOTI'O Ha
CaMOCTOAITEJIBHOE
U3y4yeHUE

Bugpl camocrosTensHON
IEATEILHOCTU

TpynoemMKocTb
(B yacax)

1.1

OCHOBHbBIC IOHSITUS U
omnpenenenus. VIcTouHukH,
pUCKU U (DOPMBI aTak Ha
uHpopmanuo. [IpaBoBsie
aCIeKThl 0€30MaCHOCTH
MHMOPMAILIMOHHBIX
texHoJioruid. CtangapTsl
6e3omnacHoctu. OrieHka
PHMICKOB HapyIIIEHUS
MH(OPMATMOHHON
Oe3omacHoctu. Moenu
HapymuTesnss. Moaenu

11

N3ydenue nmureparypsl.
Pabota ¢ KoMIIbIOTEPHBIMU

MopeiaMu. Perrienne 3agadq.

Pa3paboTka npuioxeHuil.
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yIrpo3.
2.1 Pa3paboTka opraHuzanmuoH N3y4yenue nureparypsl. 12
HO-pacnopsiguTeNbHeiX 1 | PaboTta ¢ KOMIBIOTEpHBIMU
HOpPMAaTHUBHBIX JOKYMEHTOB |Monensamu. Pemenue 3agau.
Pa3zpaboTka mpuiokeHu.
3.1 WccnenoBanue cpencts N3yuenue nuteparypsl. 14
MH(pOPMALIMOHHOM Pabota ¢ KoMIbIOTepHBIMU
6e30macHOCTH Mogensamu. Penenue 3agau.
OIEpALIMOHHBIX CUCTEM. Pa3paboTka npuioxeHuil.
YcraHOBKa M HaCTpoOHKa
Kpurnro-nipo. Ycranoska u
HACTPOIKa aHTUBUPYCHOTO
IIPOrPaMMHOTO
oOecrieyeHus. Y CTaHOBKA
Y HACTPOIKa MEKCETEBOTO
9KpaHa.
4.1 Hacrpoiika VPN-kanana. N3yuenue sureparypsl. 16
yYCTaHOBKA U HACTpOMKa Pabota ¢ KOMIBIOTEPHBIMH
crcTeM OOHapYKEeHUs Mopensamu. Perenue 3agau.
atak. Hacrpoiika Pa3paboTka npuiokeHuil.
JOMEHHBIX MOJUTUK
0€30MacHOCTH.
5.1 PazpaboTka npusioxeHui, N3ydenue nmutepatyphl. 20
pean3yIomux Pabota ¢ KoMIbIOTEpHBIMU
Kpunrorpagpudeckue Mozaensamu. Permenue 3agay.
QITOpUTMBL. YcTaHoBKa U | Pa3paboTka mpusioxeHui.
HACTpOMKa
yIOCTOBEPSIOLLETO LIEHTPa

4. PoH/T OLIEHOYHBIX CPE/ICTB /IS IPOBeIeHUs TEeKYIeH H MPOMe KyTOUYHOMI
aTTecTaniu 00yJarmuXxcs Mo U CHUILINHE

(DOHI[ OLICHOYHBIX CPE€ACTB TEKYIIETO KOHTPOJIA U HpOMe)I(YTO‘IHOfI aTTeCraguu 110 HUTOraM
OCBOCHUSA NJUCHUIUIMHBI ITPEACTABJICH B IPUJIOKECHUM.

DoH OLIEHOYHBIX CpeICTB

5. Yue6HO-MeTOAMUeCcKO€e 1 HH(OpMAIIOHHOE O0ecneyeHne JHCIUIIIHHbI
5.1. OcHoBHas Jureparypa
5.1.1. IleuaTHbIE N3 aHUA

1. Mapteika T.JI. Mupopmarmonnas 6e3onacHocTh: yued. mocodue / T.JI. [apreika, .M. ITonos.
— 5-e uzg., nepepad. u gor. — Mocksa: POPVYM, 2012. — 432c.
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http://work.zabgu.ru/fos/16/16.6/09.03.01_%D0%911.%D0%9E.20_%D0%97%D0%98_%D0%98%D0%92%D0%A2.pdf

2. MenbuukoB B.I1. MagopmanmonHas 6e30MacHOCTh U 3aiurta uHpopMa-Iuu: yded. mocooue
ISt cTyA. BhicHL. yued. 3aBenenuii / B.I1. MenpaukoB, C.A. KielimeHnos, A.M.IleTpakos; op pe.
C.A. KneiimeHoBa. — 5-e u3g., crep. — Mocksa: Akanemus, 2011. — 336 c.

3. I'pomos 10.10. Nnpopmarmionnasr 6e30macHoCTbh U 3amuTa nHpopMarmu : yued. nocoodue /
10.10. I'pomoB — Crapsiit Ockon : THT, 2010. - 384c.

5.1.2. U3panua n3 DBC

1. BuykoB A. A. 3ammura nHpopmanmu : yueOHoe nmocodue ajsl OakaiaBpraTa U MarucTpaTypsl /
A. A. BHykoB. — 2-e u3j., ucnp. u gorn. — M. : UzparensctBo FOpaiir, 2017. — 261 c. — To xe
[QnexTponnbiii pecypc]. — URL: www.biblio-online.ru/book/73BEF88E-FC6D-494A-821C-
D213E1A984E1.

2. HlernoB A. 0. 3amura mH(pOpMAIMU: OCHOBBl TEOPUM : yYeOHUK Ui OakajgaBphaTa U
maructpatypsl / A. 0. lllernos, K. A. lllernos. — M. : U3narensctBo HOpaiit, 2017. — 309 c. —
To xe [Dnexkrtponnsii pecypc]. — URL: https://www.biblio-online.ru/book/9CD7BE3A-
FODC-4F6D-8EC6-6 A90CB9A4E(E.

5.2. JlonoHUTeEJILHASI JUTEpaTypa
5.2.1. IleuaTHbIe N3 aHUA

1. Xopes I1.b. MeToasl u cpeacTBa 3amuThl HHGOPMAIMK B KOMIBIOTEPHBIX CHUCTEMax: ydeo.
noco6ue / I1.b.Xopes. — 4-e u3p., crep. — Mocksa: Akanemus, 2008. — 256c¢.
2. Hukonos E. A. Cetu u TelekoMmmyHukanuu: yae0. nocooue / E.A. Hukonos, /I.A. Cemury3os.
— Yura: 3a0I'Y, 2013. - 135 c.
3. YeborapeBa A.A. UHdpopmanmonHoe mpaBo : y4yeO. mocodue / A.A. Yeborapea. - Yura :
3a0l'yY, 2012. - 202 c.

5.2.2. U3panua n3 DBC

1. Jlocs, A. B. Kpunrorpadpuyeckue Merompl 3ammThl WHGPOPMAIMU : YYEOHUK IS
akagemmuueckoro OakanmaBpuata / A. B. Jlock, A. FO. Hecrepenko, M. U. PoxkoB. — 2-e¢ u3f.,
ucnp. — M. : MzparenscrBo fOpaiir, 2017. — 473 ¢. — To xe [Dnexktponnsii pecypc] — URL:
www.biblio-online.ru/book/27397D56-C8 A1-4970-9F39-28E7FA40632A.

2. TlonsxkoBa T. A. OpraHu3alMOHHOE W TPaBOBOe obOecrevyeHne WHGOPMAIMOHHON
0€30MacHOCTH : y4eOHHMK U MPaKTUKyM JUTsl OakanaBpuarta u maructpatypel / T. A. INonskosa, A.
A. Crpensiios, C. I'. YyOykosa, B. A. Huecos ; nox pea. T. A. Ionskosoii, A. A. CtpesnbioBa. —
M. : UzparensctBo IOpaiit, 2017. — 325 c. — To xe [Dnextponsbiii pecypc] — URL:
https://www.biblio-online.ru/book/D056DF3D-E22B-4A93-8B66-EBBAEF354847.

5.3. ba3bl JaHHBIX, HH( OPMAIHOHHO-CIIPABOYHbIE 1 MOUCKOBbIE€ CHCTEMbI

HazBanue Ccbuika
DIeKTPOHHO-OMOINOTEYHAS cucrema | https://www.biblio-online.ru/
«IOpaiir».

DK TPOHHO-ONOMOTEUHAS cucrema | http://www.studentlibrary.ru/
«KoHcynbTaHT cTyaeHTa».
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DIeKTPOHHO-OMOINOTEeYHAS cucrema | https://e.lanbook.com/
«M3maTenbcTBO «JIaHb»».

6. [lepeyeHsb NpoOrpaMMHOro odecnevdeHust

[TporpammHoe obecnieuenue odmero HazHaueHus: OC Microsoft Windows, Microsoft Office,
ABBYY FineReader, ESET NOD32 Smart Security Business Edition, Foxit Reader, AUBC
"Merallpo".
[IporpamMmmHoOe obecrieueHre CrenuaibHOr0 Ha3HAUSHUS:
1) JetBrain IntelliJ] IDEA

2) JetBrain PyCharm

3) NetEmul

4) Python

5) Visual Studio Community

7. MaTepuajibHO-TeXHHYECKOE 00ecneveHne TN CIUNINHBI

HaumeHnoBanue noMeIieHui st mpoBeIeHU s OCHAILIEHHOCTD CIIE[UAIBHBIX [TOMEILIEHUNA U
y4eOHBIX 3aHATHHA W JUIA CAMOCTOSATEILHOW | MOMENIeHUH JIJIsi CAMOCTOSITEIbHOW PadOTHI
padoThl 00YYAOIIUXCS

Vyebuple ayautopum ans  npoBefeHus | CoctaB 000pydOBaHUS M TEXHUYECKUX CPEJICTB
3aHATUM JIEKLIMOHHOTO TUIIA oOy4yeHMsl yKazaH B Hacropre ayIuTOpPUH,
3aKPEIUIEHHOW PACIUCAHUEM M0 (PaKyJIbTETY

VyeOHble  ayAUTOpPUM  JUISL  TIPOBEICHUS
Ja00paTOPHBIX 3aHATHHA

V4eOHble ayqUTOPUH JJIs1 TPOMEXYTOYHOU
aTTecTaluun

Vyebuple ayautopum ans  npoBefeHus | CocraB 000pydOBaHUS M TEXHUYECKUX CPEJICTB
IPYNIOBBIX ¥ MHIUBUYaIbHBIX KOHCYJIbTAIMIA | OOyYeHus1 yKa3aH B IMacliopTe ayAuTOpuH,
3aKpErUIeHHOU pacnucaHueM 1o Kadeape

VYyeOHble ayIUTOpUM AJ1s1 TEKYIIel aTTecTaluu

8. MeToanueckue peKOMeHJalli 0 OPraHu3aud N3y4eHUus1 JUCIUILINHBI

B xo[ie IeKIIMOHHBIX 3aHATHI HEOOXOIUMO BECTU KOHCIIEKTUPOBAHUE YUeOHOro Matepuara.
Lenbio mpoBeeHust Ta0OPATOPHBIX 3aHATHI SIBJISETCS YIIyOleHHe U 3aKperUieHHe Ha MPaKTHUKe
TEOPETUYECKUX 3HAHUM, MOJYUYEHHbIX HA JIEKIUAX M B IIPOLIECCE CAMOCTOSITENILHOTO W3YyYEHUS
yuyeOHOro marepuasia, a, CleIoBaTelbHO, (POPMUPOBAHME Y HHMX OIpEAETICHHbIX YMEHUN WU
HaBBIKOB. B X0Je MOATOTOBKM K J1a0OPaTOPHOMY 3aHSATHUI0 HEOOXOAMMO MPOYUTATh KOHCIEKT
JIEKUMHU, W3YYUTh OCHOBHYIO JIUTEpATypy, O3HAKOMMTBLCS C JIOTOJIHUTEIBHON JIMTEpaTypoi,
JI0padaThiBasi CBOM KOHCIEKT JIEKIIWH, Jieasi B HEM COOTBETCTBYIOIIME 3alllCU U3 JIUTEpPaTyphl.
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JKenarenbHO mpM MOATOTOBKE K JIAOOPATOPHBIM 3aHATHSM M0 AWCLIUILIMHE OJHOBPEMEHHO
HCIIOJIb30BATh  HECKOJIbBKO  HWCTOYHHUKOB, PACKpPBIBAIOMIUX  3aAdHHBIC  BOIIPOCHI. B xXone
71ab0paTOpHOrO 3aHATUsI TpeOyeTcs BBHINOJHUTH BBIJIAHHBIE MpErojaBaTeseM 3a1aud, ¢ y4eTOM
pEeKOMeH Al pernojaBaTes.

CamocrosTenbHass paboTa TpeOyercs [Ulsi HOJTyYeHHMs HOBBIX 3HAHMI M 3aKpeIUVIeHUI0 U
yIIIyOJICHUI0 MMEIOIIUXCS. 3HaHUH, (POPMHUPOBAHMIO NMPO(ECCHOHATbHBIX HABHIKOB W YMEHHIL.
CamocrosTesnibHass ~ paboTa  BHIIOJHSET  psAA (YHKUMA:  MH(POPMALMOHHO-00YyYalolylo,
OPHMEHTHUPYIOIIYIO, HCCIAEJOBATENBCKYIO. DTO U NMO3BOJISIET C(hOPMHUPOBATH HYKHbIE KOMIETEHINH B
X0Jle M3yUeHUsl QUCIUIUTMHBL B Xxome camocrosTenbHOro oOyueHus: TpeOyeTcsi O3HaKOMJIEHHE C
PEKOMEHyeMOH JIMTepaTypoil, TMpeACTaBleHHOW OuOMmMoTeKord By3a. Takke BO3MOKHO
yriayOneHue 3HaHWI 3a CYeT KMCTOYHHMKOB, paclosiokeHHbIX B cetn MHTrepHer. Pesynbrarhl
CaMOCTOSITEIbHON PadOTHI OIIEHUBAIOTCS TI0 PACCMOTPEHUIO BHITIOJHIEMBIX 33/1aHHI, BBIHECEHHBIX
nperogaBaTesieM Ha CaMOCTOSITENIbHYIO PadoTy
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Pazpaboturk/rpynma pa3paboTIYMKOB:
AHaToMil AHATONBEBUY 3a0€/IMH

Tunosas nporpamMma yTBep:KJeHa

CornacoBana ¢ BblITycKalwollen kadeapoi
3aBenyommii kKadeapou
«__» 20
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